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 SENIOR PENETRATION TESTER 

LOCATION Remote – USA 

CONTRACT Full-time (37.5 hours per week) 

SALARY Competitive 

CONTACT daniel.ross@bulletproof.co.uk 

 

Here at Target Defense, security's in our DNA. We believe that our information and cyber security 

services are the best way to stay ahead of the hackers, take control of your infrastructure and protect 

your business-critical data. 

 

As a senior penetration tester within our team, you will have the exciting opportunity to deliver 

various security penetration testing assessments to a variety of clients in different industries. This is an 

exciting opportunity to work on unique projects that help businesses protect their key assets from 

various risks by identifying and exploiting security holes. 

 

You will be joining a growing team who are continually striving to out-perform their previous 

achievements. This is an excellent opportunity to learn from others in your team, as well as taking 

ownership of projects from beginning to end. In this role you will need to be very flexible in your 

approach and comfortable in the knowledge that the responsibilities of this role will constantly evolve 

as the company continues to grow and expand the services provided. 

 

ROLE RESPONSIBILITIES 

• Perform formal and comprehensive application and infrastructure penetration testing 

assessments, following industry best practces 

• Provide well-written, concise, technical and non-technical reports, prepared to the highest 

standards of written english 

• Perform vulnerability assessments and provide findings with remediation actions 

• Support various client pre-engagement interactions, including scoping activities and proposal 

drafting 

• Manage and deliver penetration testing project activities within strict deadlines 

• Travel to client sites as required 

• Research application and infrastructure components within the wider team to identify new 

vulnerabilities and follow responsible disclosure 

• Take part in a variety of other information security projects as and when required 

• Assist in scoping calls and discussions with customers to ensure that client needs are met 
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ESSENTIAL SKILLS 

• Proven industry experience in application and infrastructure penetration testing 

• Experience leading projects and dealing with customers 

• Strong understanding of OWASP, PTES and other penetration testing methodologies 

• Strong knowledge in testing mobile applications (iOS/Android) 

• Knowledge of how modern web apps are designed, developed and deployed across different 

platforms 

• Strong knowledge in preparing and launching social engineering campaigns 

• Ability to program or script in your preferred language 

• Good understanding of network and OS principles 

• Solid knowledge of various technologies, including associated security vulnerabilities and 

exploits 

• Relevant security qualifications (such as OSCP, CREST CRT, Tiger) 

• Strong analytical skills 

• Superb written and spoken english skills are vital for compiling high-quality reports and liaising 

with clients 

• Confident communicating with both internal and external senior stakeholders who are of a 

non-technical background 

    

 

DESIRED QUALIFICATIONS / EXPERIENCE 

• Strong technical skillset in niche testing areas (hardware, automotive, code review, SCADA)  

• Penetration testing qualifications (OSCP, CPSA etc) 

• Security related bachelor’s degree 
• Experience in a customer facing role 

 
 
 

PERSONAL ATTRIBUTES 

• Great communication 

• Eager to learn 

• Innovative 

• Honour commitments 

• Support your team 

• Positive can-do attitude 

• Analytical with exceptional problem-solving skills 

• Able plan and manage time effectively  

• Ability to think laterally 

• Accurate in approach with strong attention to detail 

• Self-motivated and committed to driving your own development 
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COMPANY OVERVIEW 

We believe that our information and cyber security services are the best way to stay ahead of the 

hackers, take control of your infrastructure and protect your business-critical data. Key to our success 

is our in-house UK Security Operations Centre staffed 24/7 by our highly trained penetration testers, 

security analysts and compliance experts.  

Target Defense’s most popular services include: 

• Penetration testing,  

• Social engineering 

• Red Team 

• Proactive monitoring 

• Training  

• SMB/SME cyber security products 

• Compliance services 

 

Target Defense is the dedicated cybersecurity arm of the ServerChoice Group, an organization with 

over 10 years’ experience in providing secure online services, so you can be sure you’re joining a well-

established, growing organization. 

USEFUL LINKS 

www.targetdefense.com 

www.bulletproof.co.uk 

www.serverchoice.com 

 

Please note that as part of the recruitment process a criminal records check will be carried out by 

an authorised third party. 

http://www.targetdefense.com/
http://www.bulletproof.co.uk/
http://www.serverchoice.com/
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